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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work.

The procedures used to develop this document and those intended for its further maintenance are
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the
different types of ISO documents should be noted (see www.iso.org/directives).

IEEE Standards documents are developed within the IEEE Societies and the Standards Coordinating
Committees of the IEEE Standards Association (IEEE-SA) Standards Board. The IEEE develops its
standards through a consensus development process, approved by the American National Standards
Institute, which brings together volunteers representing varied viewpoints and interests to achieve the
final product. Volunteers are not necessarily members of the Institute and serve without compensation.
While the IEEE administers the process and establishes rules to promote fairness in the consensus
development process, the IEEE does not independently evaluate, test, or verify the accuracy of any of
the information contained in its standards.

Attention is drawn to the possibility that some of the elements of this document may be the subject of
patent rights. ISO and IEC shall not be held responsible for identifying any or all such patent rights.
Details of any patent rights identified during the development of the document will be in the
Introduction and/or on the ISO list of patent declarations received (see www.iso.org/patents) or the
IEC list of patent declarations received (see http://patents.iec.ch).

Any trade name used in this document is information given for the convenience of users and does not
constitute an endorsement.

For an explanation of the voluntary nature of standards, the meaning of ISO specific terms and
expressions related to conformity assessment, as well as information about ISO's adherence to the
World Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT)
see www.iso.org/iso/foreword.html.

ISO/IEC/IEEE 8802-1AE was prepared by the LAN/MAN of the IEEE Computer Society (as I[EEE Std
802.1AE-2018) and drafted in accordance with its editorial rules. It was adopted, under the “fast-track
procedure” defined in the Partner Standards Development Organization cooperation agreement
between ISO and IEEE, by Joint Technical Committee ISO/IEC]TC 1, Information technology,
Subcommittee SC 6, Telecommunications and information exchange between systems.

This second edition cancels and replaces the first edition (ISO/IEC/IEEE 8802-1AE:2013), which has
been technically revised. It also incorporates ISO/IEC/IEEE 8802-1AE:2013/Amd 1:2015;
ISO/IEC/IEEE 8802-1AE:2013/Amd 2:2015 and ISO/IEC/IEEE 8802-1AE:2013/Amd 3:2018.

Alist of all parts in the ISO/IEC/IEEE 8802 series can be found on the ISO website.

Any feedback or questions on this document should be directed to the user’s national standards body. A
complete listing of these bodies can be found at www.iso.org/members.html.

© IEEE 2018 - All rights reserved iii
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Abstract: How all or part of a network can be secured transparently to peer protocol entities that
use the MAC Service provided by IEEE 802® LANs to communicate is specified in this standard.
MAC security (MACsec) provides connectionless user data confidentiality, frame data integrity, and
data origin authenticity.
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Important Notices and Disclaimers Concerning IEEE Standards Documents

IEEE documents are made available for use subject to important notices and legal disclaimers. These notices and
disclaimers, or a reference to this page, appear in all standards and may be found under the heading “Important Notices
and Disclaimers Concerning IEEE Standards Documents.” They can also be obtained on request from IEEE or viewed at
http://standards.ieee.org/I[PR/disclaimers.html.

Notice and Disclaimer of Liability Concerning the Use of IEEE Standards
Documents

IEEE Standards documents (standards, recommended practices, and guides), both full-use and trial-use, are developed
within IEEE Societies and the Standards Coordinating Committees of the IEEE Standards Association (“IEEE-SA”)
Standards Board. IEEE (“the Institute”) develops its standards through a consensus development process, approved by
the American National Standards Institute (“ANSI”), which brings together volunteers representing varied viewpoints
and interests to achieve the final product. IEEE Standards are documents developed through scientific, academic, and
industry-based technical working groups. Volunteers in IEEE working groups are not necessarily members of the
Institute and participate without compensation from IEEE. While IEEE administers the process and establishes rules to
promote fairness in the consensus development process, IEEE does not independently evaluate, test, or verify the
accuracy of any of the information or the soundness of any judgments contained in its standards.

IEEE Standards do not guarantee or ensure safety, security, health, or environmental protection, or ensure against
interference with or from other devices or networks. Implementers and users of IEEE Standards documents are
responsible for determining and complying with all appropriate safety, security, environmental, health, and interference
protection practices and all applicable laws and regulations.

IEEE does not warrant or represent the accuracy or content of the material contained in its standards, and expressly
disclaims all warranties (express, implied and statutory) not included in this or any other document relating to the
standard, including, but not limited to, the warranties of: merchantability; fitness for a particular purpose;
non-infringement; and quality, accuracy, effectiveness, currency, or completeness of material. In addition, IEEE
disclaims any and all conditions relating to: results; and workmanlike effort. IEEE standards documents are supplied
“AS IS” and “WITH ALL FAULTS.”

Use of an IEEE standard is wholly voluntary. The existence of an IEEE standard does not imply that there are no other
ways to produce, test, measure, purchase, market, or provide other goods and services related to the scope of the IEEE
standard. Furthermore, the viewpoint expressed at the time a standard is approved and issued is subject to change
brought about through developments in the state of the art and comments received from users of the standard.

In publishing and making its standards available, IEEE is not suggesting or rendering professional or other services for,
or on behalf of, any person or entity nor is IEEE undertaking to perform any duty owed by any other person or entity to
another. Any person utilizing any IEEE Standards document, should rely upon his or her own independent judgment in
the exercise of reasonable care in any given circumstances or, as appropriate, seek the advice of a competent
professional in determining the appropriateness of a given IEEE standard.

IN NO EVENT SHALL IEEE BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO: PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE
PUBLICATION, USE OF, OR RELIANCE UPON ANY STANDARD, EVEN IF ADVISED OF THE POSSIBILITY
OF SUCH DAMAGE AND REGARDLESS OF WHETHER SUCH DAMAGE WAS FORESEEABLE.

Translations

The IEEE consensus development process involves the review of documents in English only. In the event that an IEEE
standard is translated, only the English version published by IEEE should be considered the approved IEEE standard.
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Official statements

A statement, written or oral, that is not processed in accordance with the IEEE-SA Standards Board Operations Manual
shall not be considered or inferred to be the official position of IEEE or any of its committees and shall not be considered
to be, or be relied upon as, a formal position of IEEE. At lectures, symposia, seminars, or educational courses, an
individual presenting information on IEEE standards shall make it clear that his or her views should be considered the
personal views of that individual rather than the formal position of IEEE.

Comments on standards

Comments for revision of IEEE Standards documents are welcome from any interested party, regardless of membership
affiliation with IEEE. However, IEEE does not provide consulting information or advice pertaining to IEEE Standards
documents. Suggestions for changes in documents should be in the form of a proposed change of text, together with
appropriate supporting comments. Since IEEE standards represent a consensus of concerned interests, it is important that
any responses to comments and questions also receive the concurrence of a balance of interests. For this reason, IEEE
and the members of its societies and Standards Coordinating Committees are not able to provide an instant response to
comments or questions except in those cases where the matter has previously been addressed. For the same reason, IEEE
does not respond to interpretation requests. Any person who would like to participate in revisions to an IEEE standard is
welcome to join the relevant IEEE working group.

Comments on standards should be submitted to the following address:

Secretary, IEEE-SA Standards Board
445 Hoes Lane
Piscataway, NJ 08854 USA

Laws and regulations

Users of IEEE Standards documents should consult all applicable laws and regulations. Compliance with the provisions
of any IEEE Standards document does not imply compliance to any applicable regulatory requirements. Implementers of
the standard are responsible for observing or referring to the applicable regulatory requirements. IEEE does not, by the
publication of its standards, intend to urge action that is not in compliance with applicable laws, and these documents
may not be construed as doing so.

Copyrights

IEEE draft and approved standards are copyrighted by IEEE under U.S. and international copyright laws. They are made
available by IEEE and are adopted for a wide variety of both public and private uses. These include both use, by
reference, in laws and regulations, and use in private self-regulation, standardization, and the promotion of engineering
practices and methods. By making these documents available for use and adoption by public authorities and private
users, IEEE does not waive any rights in copyright to the documents.

Photocopies

Subject to payment of the appropriate fee, IEEE will grant users a limited, non-exclusive license to photocopy portions
of any individual standard for company or organizational internal use or individual, non-commercial use only. To
arrange for payment of licensing fees, please contact Copyright Clearance Center, Customer Service, 222 Rosewood
Drive, Danvers, MA 01923 USA; +1 978 750 8400. Permission to photocopy portions of any individual standard for
educational classroom use can also be obtained through the Copyright Clearance Center.
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Updating of IEEE Standards documents

Users of IEEE Standards documents should be aware that these documents may be superseded at any time by the
issuance of new editions or may be amended from time to time through the issuance of amendments, corrigenda, or
errata. An official IEEE document at any point in time consists of the current edition of the document together with any
amendments, corrigenda, or errata then in effect.

Every IEEE standard is subjected to review at least every ten years. When a document is more than ten years old and has
not undergone a revision process, it is reasonable to conclude that its contents, although still of some value, do not
wholly reflect the present state of the art. Users are cautioned to check to determine that they have the latest edition of
any IEEE standard.

In order to determine whether a given document is the current edition and whether it has been amended through the
issuance of amendments, corrigenda, or errata, visit the IEEE-SA Website at http://ieeexplore.ieee.org or contact IEEE at
the address listed previously. For more information about the IEEE SA or IEEE’s standards development process, visit
the IEEE-SA Website at http://standards.ieee.org.

Errata

Errata, if any, for all IEEE standards can be accessed on the IEEE-SA Website at the following URL:
http://standards.ieee.org/findstds/errata/index.html. Users are encouraged to check this URL for errata periodically.

Patents

Attention is called to the possibility that implementation of this standard may require use of subject matter covered by
patent rights. By publication of this standard, no position is taken by the IEEE with respect to the existence or validity of
any patent rights in connection therewith. If a patent holder or patent applicant has filed a statement of assurance via an
Accepted Letter of Assurance, then the statement is listed on the IEEE-SA Website at
http://standards.ieee.org/about/sasb/patcom/patents.html. Letters of Assurance may indicate whether the Submitter is
willing or unwilling to grant licenses under patent rights without compensation or under reasonable rates, with
reasonable terms and conditions that are demonstrably free of any unfair discrimination to applicants desiring to obtain
such licenses.

Essential Patent Claims may exist for which a Letter of Assurance has not been received. The IEEE is not responsible for
identifying Essential Patent Claims for which a license may be required, for conducting inquiries into the legal validity
or scope of Patents Claims, or determining whether any licensing terms or conditions provided in connection with
submission of a Letter of Assurance, if any, or in any licensing agreements are reasonable or non-discriminatory. Users
of this standard are expressly advised that determination of the validity of any patent rights, and the risk of infringement
of such rights, is entirely their own responsibility. Further information may be obtained from the IEEE Standards
Association.
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Introduction

This introduction is not part of IEEE Std 802.1AE-2018, IEEE Standard for Local and metropolitan area networks—
Media Access Control (MAC) Security.

The first edition of IEEE Std 802.1AE was published in 2006. The first amendment,
IEEE Std 802.1AEbn™-2011, added the option of using the GCM-AES-256 Cipher Suite. The second,
IEEE Std 802.1AEbw™-2013, added the GCM-AES-XPN-128 and GCM-AES-XPN-256 Cipher Suites.
These extended packet numbering Cipher Suites allow more than 232 frames to be protected with a single
Secure Association Key (SAK) and so ease the timeliness requirements on key agreement protocols for very
high speed (100 Gb/s plus) operation. The third amendment, IEEE Std 802.1AEcg™-2017, specified
Ethernet Data Encryption devices (EDEs) that provide transparent secure connectivity while supporting

provider network service selection and provider backbone network selection as specified in
IEEE Std 802.1Q™.,

This revision, IEEE Std 802.1AE-2018, incorporates the text of IEEE Std 802.1AE-2006 and amendments
IEEE Std 802.1AEbn-2011, IEEE Std 802.1 AEbw-2013, and IEEE Std 802.1AEcg-2017.

Relationship between IEEE Std 802.1AE and other IEEE 802% standards

IEEE Std 802.1X™-2010 specifies Port-based Network Access Control, provides a means of authenticating
and authorizing devices attached to a Local Area Network (LAN), and includes the MACsec Key
Agreement protocol (MKA) necessary to make use of IEEE Std 802.1AE.

IEEE Std 802.1AE is not intended for use with IEEE Std 802.11™. That standard also uses
IEEE Std 802.1X, thus facilitating the use of a common authentication and authorization framework for
LAN media to which this standard applies and for Wireless LANs.

8
Copyright © 2018 IEEE. All rights reserved.




ISO/IEC/IEEE 8802-1AE:2020(E)

Contents
Lo OVOTVIEW .eetieuieiieiieeieteete ettt et et et e ste bt e st et e e bt esaesseeseessessaeseensessesseesbesbeaseenseesaessensanseestensansenssensensenses 16
1.1 INEEOUCTION . ..c.tiiieiieniietietece ettt ettt ettt et et e et e e s besaeeaesseessenbesseeseenseseeseenseneeenes 16
1.2 SCOPE...eei e ettt 17
2. NOTMALIVE TEIETEICES ..eeuvevvitieiieieieetteitete sttt ettt et e e et etestesttesteste s st ebesseessessesseeneensensesseensessesses 18
T B 13 11114 T ) 1 USRS 19
4. AbDreviations and QCTOMYIIS .....cc.cvuirueeieriiriirtertenteettetente et etestesteestesbesbeestesbeestebesbesaeentenbesseensenbesnes 23
5. CONFOIMANCE.....c.couiiiiriiiiiniintetetetet ettt ettt et ettt ettt b ettt b bt s bt ea st eneenenaenee 25
5.1 Requirements terminOlOZY ........coveruirieienieeiieieerte sttt ettt ettt ettt e e st eaeesae b e 25
5.2 Protocol Implementation Conformance Statement (PICS)..........cccoccveeiiiiiieiienieeeeee, 25
53 MAC Security Entity TEQUITEIMENTS .......ceeverieerieieienienieeeieienieseesaesseeseesessesseessensesseessessesses 26
5.4 MAC Security ENtity OPTIONS ...ocveeierierieriieieienieeiieicetesteete sttt ettt e st sreeate st seeeneeseesneens 27
5.5 EDE CONTOIMANCE ... .iiiieieeiieiie sttt ettt tesete st eeete et e esaeesseesnsesseeense e seenseesneeenseenss 27
5.6 EDE-M CONTOIMANCE ......cuvetiiiieiieieeiieiieieetteiestestesteetestesttentesteeseessesseeseensessesseensassesnsensesseens 28
5.7 EDE-CS CONfOIMANCE.......ccuiiitieiieiiiieiieieeieesteesteesteestesveeereeteesaesseesssessseessaenseesssesssessseenss 28
5.8 EDE-CC CONTOIMANCE .......ecviivieiieieeeieeieienteetestestesteeetessesseessessesssessesseessensessesseessessesssensessenss 29
5.9 EDE-SS CONFOIMANCE .......eeitiiiieiieiieiieiieieteetetete sttt et ettt ste et e e et saeenbesaesaeensesbeens 29
6.  Secure provision 0f the MAC SEIVICE .......ccuecveriiiieiierieriieeeierie ettt te e sreessesseeseeaessesreessensesseas 30
6.1 MAC Service primitives and Parameters.........ceeeecvererereerierieseeriesseseessessessesseessessessessenees 30
6.2 MAC ServiCe CONNECTIVILY ....c.evuiieuiriirtiieieiriinietete ettt ettt st st ae et st saeaeneeressenaens 32
6.3 Point-to-multipoint LANS......c.coiciiiieiit ettt ettt s e et e e seesneeenaeennas 32
6.4 MAC StAtUS PATAIMELETS .....eeeuteeitieieetieritestte et sttt et et e st e sstesateenbeebe e seesbeesatesnseenseeseesaeens 33
6.5 MAC pOINt-tO-POINE PATAIMELELS. ... .ecveeureretieiiererterteeitetesteetestesteestessesseesessesseensessesseensessene 33
6.6 SECUTTLY THICALS ...eviiutietieeieiecie ettt ettt ettt ettt et e sbeste e e e s besseessessesseessessesseessensenees 34
6.7 MACSEC COMMECLIVILY .eouveviereeuieierieeeieientestieiestesteesaestesseeseesessesseessessesseesessesssensensesseensessesn 35
6.8 IMACSEC GUATANLEES ......eeveeeeiiiienieieeteteteeeeseeteteteesesteee s et euesae e e e esesbesseseseenesbessensesteuessennes 35
6.9 SECUTTLY SETVICES ..uveevverieuieiieriestiettetesteetestesseessessesseeseesesseessessesseassessessesssessessesssensessesssensenses 36
6.10  Quality Of Service MAaINtENANCE .......ccuervirrieierierteeieieierteeteete e ertestesteeseesesseeseensessesseensessenes 37
7. Principles of Secure Network OPEIatioN..........cceceeierierierierieeieriesteetetesteetetesseessessesseessesessesseensessens 39
7.1 Support of the secure MAC Service by an individual LAN .........cccooivieienieneeieieeeeee, 39
7.2 Multiple instances of the secure MAC Service on a single LAN ........cccooeveniniienenennenene 44
7.3 Use Of the SECUIe MAC SETVICE.....ccuieiieiieiietiesitestieste ettt et seeseee e eseeseesseesseesnseenseenns 45
8. MAC Security protocol (IMACSEC) .......ccueuriirieieiriinieteitrient ettt ettt ettt ebe s st eneeaenaene 48
8.1 Protocol design TeQUITEIMENES. ......ccuevuirieriiriiriieienieeitetet ettt sttt st et sbeebe et e sbesaeeee b e 48
8.2 Protocol SUPPOTt TEQUITEIMENTS .....c..eeeieeieieetieieiesiesteeeeetesteeeestesteeseessesseeseessesseessessesseensessesns 51
8.3 IMACSEC OPCTALION «...vevvieienieiieiieie sttt eteteettete st eae et e sbeesbe st e sbeestebesseebesbesseentenbeseeensesbeannens 53
9.  Encoding of MACsec Protocol Data UNitS...........cceveruirieierienieeieieniteieie e ereetesieeeeteseeseeensesseenees 55
9.1 Structure, representation, and €NCOAING.........c.covivirrierieririeiene ettt ees 55
0.2 M OT COMPOTIEIIES ...eouventiiienteterieetententeette e steeteeut e testeeatebesbeeste bt sbe et ensesbeentensesbesaeentesbeensens 55
9.3 MAC SECUTILY TAG ....iiiieieiiiiiieiesieetetesteeeete e ste st e e bt e sbebesteessessesseessessessaessensesseessessesseens 56
0.4 MACSEC EtRETTYPE ..ottt sttt et ettt et sbe e saeeneens 56

Copyright © 2018 IEEE. All rights reserved.



ISO/IEC/IEEE 8802-1AE:2020(E)

10.

1.

12.

13.

14.

9.5 TAG Control Information (TCI)........cccverieiieeiieiieieeie ettt eeeeae e 57
9.6 AsSOCIAtion NUMDET (AN) ..ceiiiiiieieiiitieieie st et et este et eaeste e ese e seeesaessesseessesesseessessesseens 58
9.7 ShOTt LeNth (SL) ..euvievieiieiieiieieie sttt ettt sttt e bttt e sbe e ensebesaean 58
9.8 Packet NUMDET (PN ....ooiiiiiiecie ettt ettt st be v e esbe e e e ssaesnneenseennas 58
9.9 Secure Channel Identifier (SCI) .....ccevirieierieieeeeeere et ees 59
Q.10 SECUIE DAt .....iiiiiiiiieieeciiiee et e ettt e e etr e e e e e breee e e e ttaaeeeeattsaeeeeatnreeeeanaaraeeenaes 59
9.11  Integrity check value (ICV) ...c.ooiiiiiei ettt 59
L2 N U D 1 R 77: 1 e P 5 1o ) s RO TRRRRRRRR 60
Principles of MAC Security Entity (S€CY) OPEration ..........ccoecueevuieriienienieeieeieeieeseesie e seeeieenee 61
) N1 oS 4 1) N 61
102 SECY TUNCHIONS ..ottt ettt e et e et e e et e eeaveeeeaeeeeaeeeenseseensesenteeeeteeeereeenaes 62
10.3 MoOdel Of OPEIATION. c..c..eeuiiiiriieieite ettt sttt st b ettt b bt et b eaeen 63
10.4  SECY AICRITECIUIE .. .veeiviieeeeeieeetie ettt ettt et e e et e e eae e e et e e eaeeeenteeeenaeeseneeeenseeeensesenes 63
10.5  Secure frame ZENEIAtION ........ccuevieieriirtirtieieteete et eitestestee e stesteertetesbeetessesseeseensesaesneenseseeans 65
10.6  Secure frame VEITTICAtION ........ccuviiiiiiiiiie ettt e ettt e e et e e e eenaaeeeeeeaaaeeeeeans 68
10.7  SECY MANAZEIMCNL ....c..viiuiieiieiieetieeiie et ettt et testeesteeeateeateesteeseeesateenbeenseenseesaeesnsesaseenseenseanns 72
T0.8  AdAIESSING ..eouvieieiieieieeitetee ettt ettt s b e st b e st e be e bt eat et e bt eat et e saeeneente b s 85
L0 T o 4 103 & LU STRPUPRTINE 85
10.10 SecY performance reqUITCIMENLS. ......ccverueeeerrerteereeeeeetesieeeesesseessesesseessessesseessensessesssensesses 86
MAC SECUTILY 11 SYSTEIIIS ...veeuvieneietietieseieeiieetteestesteesteesseesseesseesaseenseenteesseesseeanseenseeseesseesnsesnsannsennes 87
11.1  MAC Service INtErface STACKS. .....c..eiiiuiiiieieiiiie ettt s e e e eteeeereeeenes 87
11.2 MACSEC IN €N STALIONS .....vveeeeveiieerieeeiteeeteeeetee et e et e et e et e e eteeeeaeeeeareeeeseeseeteeeenseeensresennes 88
11.3 MAGCSEC I MAC BIIAEES...c.uiiuieiiitieiieiesieeieetetes ettt sttt st nae s 89
11.4  MACsec in VLAN-aWare Bridges........ccoecieierieriieieieieseseeiest st eeeae e ae e sveensenae s 90
11.5 MACsec and Link AZZIegation .........cueceruirierierieriieieieniesieetentesieetessesseensessesseesessesseessensens 91
11.6  Link Layer Discovery Protocol (LLDP)......c.ccccieiieiieiieiieeieeeeeesteee e e 92
11.7  MACsec in Provider Bridged NetWorkS.........ccoecveeieriererenieieniisieiese ettt sae e 93
11.8  MACsec and multi-acCess LANS......cciiiiiie ittt ettt ete e e e eeareeenes 95
MAGCSEC ANA EPON ......oviiiiiiieiee ettt et e et e et e e e e e eteeeenaeeeeneeeenaeeeeseeenneeeeaes 97
MAC Security ENtity MIB ........coooiiiiieieeiieeeeet ettt ettt e ae et sneeeaaeenteenseeseenes 98
S 70 N 5515 Yo 1D Tox 5 (o) + DO 98
13.2  The Internet-Standard Management Framework .............cocevueririeniinieienienceieene e 98
13.3  Relationship to Other MIBS........cccuiiiiieiiiiiieiieieieeteste et eeeste e seaeesseesreessnesesaenseenns 98
13.4  Security CONSIACTALIONS ....c.ivvieieriiitieeieiesieeteetetesteeteetesteseeessessesseessesseeseesseseeseensessesseensenes 100
13.5  Structure of the MIB mOAUIE ........cccvvviiiiiiiiieciee et 102
13.6  MAC Security Entity (SecY) MIB definitions .........cccccveierieriinieienieneeieieneeeesie e 107
CAPNET SUILES ...eevtietiestie et et ettt et et e st et e st eetbeesbe e beesseesseessseenseessaesseanssessseasseenseenseesssenssesaseansenns 141
141 CIPRET SUILE USE . uvieuiieiieiiesiieeie et et et et et e et e seeessteesseensaesseessseesseesseenseansaesssessseenseenseessen 141
14.2  Cipher Suite CApPabIlILIEs .....ccveiiiieriiiieiieieeeeeeriereet ettt ste e stesreeseensesseeseesesteesaensenns 142
14.3  Cipher Suite SPeCifiCation .........cccivieriiriiriieieieieseetetee ettt ettt s sees 143
14.4  Cipher Suite CONTOIMANCE ......cceeecuieiieiieie ettt e eessaeeseensaenneas 143
14.5 Default Cipher Suite (GCM-AES-128) ...c.eoviiiieiieiieieieceeteiesieetee sttt 145
T4.6 GOMEAES-256 ..ottt ettt et e e et e et e e et eeeateeseateesateesateseateesenseesanes 146
147 GCM-AES-XPN-128 .ottt ettt eae e et eeeaas e eae e e snaeesenaeeenneeesnneeens 147
14.8  GCM-EAES-XPN-250 ... oottt eeae ettt eae s e et eetae e enae e e eae e esaaesenareeeneeens 148
10

Copyright © 2018 IEEE. All rights reserved.



ISO/IEC/IEEE 8802-1AE:2020(E)

15.  Ethernet Data ENCIYPHON dEVICES.....covertiriiriiieierieriieieie sttt sttt st st naes 149
15.1  EDE CharacteriStICS ...coueetirtirtirteniiiteetieieste sttt ettt sttt sb st e e sae ettt st e e b b et ee 149

15.2  Securing LANS With EDE-MS .......ccccciiriiiieieieiecieicie ettt sve e 150

15.3  Securing connectivity acroSs PBINS .......cccceoiiriiririeieiiiinieie ettt s 152

15.4  Securing PBN connectivity with an EDE-M ...........cccoiiiiiiniiniecc e 153

15.5 Securing PBN connectivity with an EDE-CS...........cccccooiiiiirriininieeneceeeeeee e 154

15.6  Securing PBN connectivity with an EDE-CC ..........ccccooviviinininieiieeieeeeeee e 156

15.7  Securing PBN connectivity with an EDE-SS .........ccoiiiiiiiiie e 158

15.8  EDE INteroperability......c.cceecierieriieieieniesieeieieiesieeteie st eteste st estestesseeneensesseesaensesseesnensenes 159

15.9 EDES, CFM, and UNI ACCESS ......cceiuieiiiieieiieciee ettt eetee et et eeteeeeveeeeveeeeaseeeneeeeanes 160

16.  Using MIB modules to manage EDES.........ccccceviiririeiieiicieiesieceeeeste ettt s 161
16.1  Security CONSIACIALIONS ......c.coueriiiriiriiieiiientenieerientet ettt ettt ettt eae b e aenes 161

16.2  EDE-M Management ..........coceevteriiriieienienieetesiesienteeitete st eitestesbeeitestessesstessessesseenaesbeeseensenne 161

16.3  EDE-CS Management...........cocieriiiieeiieiiestientiesetesiteeteeieesteesteesseesaseeseenseesneesnseeseenseesaeas 161

16.4 EDE-CC and EDE-SS Management.............ccceeeeeerierierrerierieniesieesenieseesessesseessensesseseenses 161
Annex A (normative) PICS Proforma...........cciiieieiieieieniicieieeeeeeee sttt ettt st enne e 163
ALl INITOQUCHION . ...ttt ettt ettt sttt s 163

A.2  Abbreviations and special SYMDOIS.........ooceeviiriririiiieieeeee e 163

A.3  Instructions for completing the PICS proforma............cccoovereiriniiiinennineneecec e 164

A4 PICS proforma for IEEE Std 802.1AE i 166

A5 MaJOr CAPADILILIES ..evveeieniiiiriieierie ettt ettt ettt b et 167

A7 MAC status and point-to-point PATAMELETS........ceererrererreerrerrerireaessesseeressesseessessessesseesenns 169

A.6  Support and use of Service Access POINTS ........cceveeiieriiirieiiiieieieeeeeeee e 169

A8 Secure Frame GeNeration........cccooieieriertiririienierienieeteste sttt sttt st ettt e e b b enee e 170

A9 Secure Frame VerifiCatiOn ........ccocveverierieieiienieeieseetesie st eteie e este e steessesesseesaensestesssensenns 171

A.10  MACsec PDU encoding and deCOiNg ..........cc.eeeeierieririieniiniiniieiesieeieeie sttt sieeeeniene 172

A. 11 Key Agreement Entity LIMI.......cccooiiiiiiiiiiiceeeee e 172

A2 MANAZEIMENLE  .eoouiiiiiiiiiieieetee sttt et et et esate st e e bt e bt e s teesaeesabeenbeebeesaeesnbeenseenseenaean 173

A.13 Additional fully conformant Cipher Suite capabilities ...........cccecevvereceerinineneniecneneiennn 177

A.14 Additional variant Cipher Suite capabilities ............cceeerieeriierienieeie e e 177
Annex B (informative) BibHOGIaphY .......ccccooiiiiiiiiiiieieeeeeee et e 180
Annex C (informative) MACSEC tESt VECOTS .....ccvievvieriieriieieieiiieeereesteesseesteesseesseereesseesseessseeseesseesseessseenns 182
C.1  Integrity protection (54-0Ctet frame) .........ccceeceeriiriiriirieriireeiee ettt 183

C.2  Integrity protection (60-0Ctet framMe) .........ccceerrieriiiiiiiieeie ettt ee e e 188

C.3  Integrity protection (65-0Ctet frame) ........cecceecieriiriiriieierieseeieie sttt s enee e 193

C.4  Integrity protection (79-0Ctet frame) .........ccceeceeriiriiriirienienieeiieiereee et s 198

C.5  Confidentiality protection (54-0ctet frame).........ccceeveerierieieerieniieieie et 203

C.6  Confidentiality protection (60-0ctet frame)..........cceveevueririierienenieieneeeeieneeeeee e 208

C.7  Confidentiality protection (61-0Ctet frame).........cccccueerieeriieriierieeie et 213

C.8  Confidentiality protection (75-0Ctet frame).........ccevereecierenieieriesieiete e 218
Annex D (normative) PICS proforma for an Ethernet Data Encryption device .........ccccccevvevveniniieeinnee. 223
Dl INErOQUCHION . .e.tieeeiiititeteicet ettt ettt ettt ettt et e st et et seebesee e e st eseebenaeneeneenenaens 223

D.2  Abbreviations and special SYMDOIS.........cceririerieriinierieieie et 223

D.3  Instructions for completing the PICS proforma..........c..ccccovinirieniininiinininieencnceeniee 224

D.4  PICS proforma for IEEE Std 802.1AE EDE ..ot 226

D.5  EDE type and cOMMON TEQUITEIMENLS .........eeveerreierierieeieienierteeterieseeessessesseessessessesseensessenns 227

11

Copyright © 2018 IEEE. All rights reserved.



ISO/IEC/IEEE 8802-1AE:2020(E)

D.6  EDE-M CONTIGUIATION ..cutiviiiieiiiieiieiiiteeitetesteeteeit et st sttt st st sbeete st ss e tesaesaeeneenbenne 228
D.7  EDE-CS CONfIGUIAION ....evieiieieitieiieiesieeeetesteeteeieetestesteeseessesseessessesseessessessasssessessesssensenns 229
D.8  EDE-CC CONfIGUIAtION. ..c.eeieiiitietieienieeiteiesteetesieeiteste st estentesbeestestesseestensessesseensessesneensenee 229
D.9  EDE-SS CONfIGUIALION ....uoiiiiiiiiieiieiieiieie ettt eeete ettt e eesaeeaeeseesaessaessseenseensaesseas 229
Annex E (informative) MKA operation for multiple transmit SCS ........cccceveereririenenenieieneeeie e 230
Annex F (informative) EDE Interoperability and PAE addresses ..........cccevevevieiienieneeiieneneeieie e 232
Annex G (informative) Management and MIB TeVISIONS .....c.ccceerieriieriienieniesieeieesieeie et 235
Gl COUNET CRANEES....cuieieiiciieiieieetete ettt ettt be s beesb e b e s saessesseeseessensesseensessesssensenes 236
G.2  Available CIPREr SUILES ......ccerieieieriieiieiere ettt sttt ettt ettt ettt eneesbeseeense s 237
12

Copyright © 2018 IEEE. All rights reserved.



ISO/IEC/IEEE 8802-1AE:2020(E)

Figures

Figure 6-1 MACsec secured LAN with three Stations..........ceevevieierinieienineeeeneeeeeeeie e 30
Figure 6-2 MACsec Frame, VLAN TAG, and QOS .......occviiiieiieieeeeeeeee sttt 32
Figure 7-1 Two stations connected by a point-to-point LAN........ccoccevieriiniiiieiieneceeieieeeeee e 40
Figure 7-2 Two stations in a CA created by MACsec Key Agreement ..........ccceveeeeienenenieniennenne 40
Figure 7-3 Secure communication between tWo StAtIONS .......cceveerierireieeriieriesiesteeee e eneeeseeeseeens 41
Figure 7-4 Four stations attached to a shared media LAN ........cccooviirieniiieieieeeeeeecee e 41
Figure 7-5 A CA including ports A, B, and C .........ccccceoinieininiiiiineicieiencserceeseve e 42
Figure 7-6 Secure communication between three Stations ...........cceeeecverierieeiesieneeeeieseeeee s 42
Figure 7-7 Secure Channel and Secure Association [dentifiers ...........coceverieierieneniieneninienienene 44
Figure 8-1 IMAICSEC ..ttt b ettt e b et b e s bt et s bt bt et e b bt et et e bt et et b ene 48
Figure 8-2 IMACSEC OPETALION ..vevreurenrieeieiieieeteeetetestesseeeesseeseeseessessesssessesseessensesseessessessessenssessesseens 54
Figure 9-1 MPDU COMPONENLS.....eeuveeuieneiierieeniertesitetesteetestesseeseestesteseeessessesseensessesseensessesseensessesseens 56
Figure 9-2 SECTAG FOTMNAL ...ttt ettt sttt ettt st sbesbe et b ebeens 56
Figure 9-3 MACsec EtherType eNCOING .......ccvevuirieieniiiieieiesieeiieiesieetertesteesesseseesseessesseessessessnens 57
Figure 9-4 MACsec TCI and AN ENCOGING ......cccuivuiriirieiiriinieeiieienie sttt ettt 57
Figure 10-1 SO Y ittt ettt ettt et et e e ae et e e teenae et b e e nte e beanteenseasnteenseenteeseenseenns 61
Figure 10-2  SecY architecture and OPeration ...........cceceeereeierienieieniesieetesieeeesessesseessessesseensessessnes 64
Figure 10-3 ~ Management controls and counters for secure frame generation ..........c..cccccceveevevecnnene. 66
Figure 10-4  Management controls and counters for secure frame verification............ccccceecveeveenennee. 69
Figure 10-5  SecY managed ODJECLS .....ccevieiieriiriiiieierie ettt ettt ettt steeseenbestesneeneeseeeneen 73
Figure 11-1 Direct support of the MAC Service by a media access method...........ccceceeeeincieennenne. 87
Figure 11-2  Provision of MAC Service with media-independent functions ............cceceevveeercveriennenenn 88
Figure 11-3  MACSseC in an end StAtION ........ccuevuiriieierieeiniieietesieeieieste ettt eeestesseeseensessesneensesseennen 88
Figure 11-4 ~ MACsec in a VLAN-unaware MAC Bridge.........ccceecuevuerinieiininieieneeecieiesieeeenee e 89
Figure 11-5  VLAN-unaware MAC Bridge Port With MACSEC.......cccevveieriiniieieieeeeeeeieie e 89
Figure 11-6  Addition of MAC Security to a VLAN-aware MAC Bridge.........cccoceveevveieneneeneniennen. 90
Figure 11-7  IEEE 802.1Q VLAN-aware Bridge Port with MACSEC .....cccceevuieviiiiieiieiiesiecie e 90
Figure 11-8  MACsec and Link Aggregation in an interface Stack...........cocceverveevieneneecieneseeienieeenn 91
Figure 11-9  IEEE 802.1Q VLAN-aware Bridge Port with MACsec and Link Aggregation.............. 92
Figure 11-10  MACSEC With LLDP .....oooiiiiiiiiiie ettt nee e 92
Figure 11-11  Internal organization of the MAC sublayer in a Provider Bridged Network................... 93
Figure 11-12  Interface stack for MAC Security to and across provider’s network...........ccccceceeveenene. 93
Figure 11-13  Provider network with priority selection and aggregation.............cceeveeeeveerrereeceenieneeennn 94
Figure 11-14  An example multi-access LAN ......cciiiiiiiinieieiiceeee ettt 95
Figure 11-15 Multi-access LAN interface Stack.........ccooceecueeiieriiiieeieee e 96
Figure 12-1 MACsec with EPON, showing SCs and SCB..........cccoceririerieniinieieneeeeiesieeeeenie e 97
Figure 13-1 MACsec Interface StaCK .........ccooeeieiiiininieiiiiceceecee e
Figure 13-2 SECY MIB StIUCTUIE. .....eeeiieiieiieeteeiie sttt ettt et et estte et e e e bt e sseesaeeenseeseanseesseesnseenns

Figure 14-1  Cipher Suite Protect and Validate operations
Figure 15-1 EDE-Ms connected by a point-to-point LAN

Figure 15-2  EDE-Ms securing a point-to-point LAN between Provider Bridges .........ccccecveeveriennne 151
Figure 15-3 ~ MACsec protected frame traversing @ PBN.........ccoocoviiiiiiiniinieieiccceeee e 152
Figure 15-4  EDE-Ms securing point-to-point LAN connectivity across a PBN .........ccccovercenenenne 153
Figure 15-5 EDE-Ms securing multi-point PBN cONNectivity ........ccccerereerienieneeiienieneeieiesieenennes 154
Figure 15-6  Example network with an EDE-CS .........ccccooiiiiiiiiiiieeeeeeeteee st 155
Figure 15-7 EDE-CS connected to a PBN S-tagged interface...........cceevevverieeiieiieniesiesee e 156
Figure 15-8  Using an EDE-CC with a C-tagged provider service interface ............ccoceevveviererrennenn. 157
Figure 15-9  EDE-CC archit@Cture ........c..cccoeeuiieiiriiniiieiieieiceeiiete ettt 158
13

Copyright © 2018 IEEE. All rights reserved.



ISO/IEC/IEEE 8802-1AE:2020(E)

Tables

Table 9-1

Table 10-1
Table 10-2
Table 10-3
Table 13-1
Table 13-2
Table 13-3
Table 13-4
Table 13-5
Table 13-6
Table 13-7
Table 13-8
Table 14-1
Table 15-1
Table 15-2
Table C-1

Table C-2

Table C-3

Table C-4

Table C-5

Table C-6

Table C-7

Table C-8

Table C-9

Table C-10
Table C-11
Table C-12
Table C-13
Table C-14
Table C-15
Table C-16
Table C-17
Table C-18
Table C-19
Table C-20
Table C-21
Table C-22
Table C-23
Table C-24
Table C-25
Table C-26
Table C-27
Table C-28
Table C-29
Table C-30
Table C-31
Table C-32
Table C-33
Table C-34
Table C-35
Table C-36
Table C-37

MACSsec EtherType alloCation........cccuecverierieienienieniieieriesiesee sttt 56
Management controls and SECTAG encOdiNg .........ceecveevvieiieriierie et 67
Extended packet number recovery (€Xamples) .......cevereeverierierienienieierieseeeeneeseeeeneeseeens 70
SecY performance reQUITEIMENTS. ... ...ccueruieieierieriereete st eteete st este st eitestesieseestesbeeeeebesaeens 86
Use of ifGeneralInformationGroup ODJECLS .......cccuieceeeriieriiriieiieeie et sieesie e eie e neee e 99
Use of ifCounterDiscontinuityGroup ObJECt.........ceevevieririeieniieieienieeeeeieieeeenie e eeneneens 100
USE OF 1fSACKTADIE ...ttt sttt st 100
Use Of ifStacCkGTOUP2 ODJECTS ...vveuveriieeieeieiieieierie et eiete sttt e steete s e stesreesaessessaessesteessensens 100
Controlled Port SErvice ManagemeNnt ...........ccveveruereerierieeeeiesieseeneesteeeesesseeeessessesseensenes 104
Transmit and receive SC ManagemMENt .........ccueeuerueereriirierierientieieneeteneeseesieesesreseeensesreens 105
Transmit and reCEIVE STALISTICS ....euveurrtiruirieietietieteiecet ettt ettt enes 106
Cipher Suite INfOIrMAtION ......cc.ivuieieriiriieiieieeieet ettt ettt sttt sree et seee e e 107
MACSEC CIPRET SUILES. ... viiveeiiieiieiiestieieeeesieestesteeteesteeseeesteeesseasseesseessaesssesssesnseesseessens 144
PAE GIoup AQAIESSES ....veuvivieeienieiiieiieiesiesieestesteeseetestesesessestesssessesseeseessessesssessessessesssensens 159
PAE Group AdAIreSS TS ...cvevieuieieriieiieieieeiieie sttt sttt st ette st et e saesaeesaenbesbeennenee e 160
Unprotected frame (€XampPle) .....ceeiieeiiiiiieiieie et ee e 183
Integrity protected frame (EXAMPLE) .....ccvevveeieriereeieierieeieie ettt e 183
GCM-AES-128 Key and calculated ICV (eXample) .......coceeveevirieiienenieieneneeienie e 184
GCM-AES-256 Key and calculated ICV (eXample) .......cceeeeevieeiieiieiienieie e 185
GCM-AES-XPN-128 Key and calculated ICV (eXample) .........ccevvireevienienerieneneeieniene 186
GCM-AES-XPN-256 Key and calculated ICV (example) .........ccoeeveieinenencincncnnennnne. 187
Unprotected frame (€XAMPIE) ....c.evvireeieriieieierieeeeierie ettt ste et eaeseee et e saesseesse e sseessesreens 188
Integrity protected frame (EXaAmMPIe) ......cc.eveeierieriirieieniieieie st 188
GCM-AES-128 Key and calculated ICV (eXample) .......eoceeveevieririieneninieneneeienie e 189
GCM-AES-256 Key and calculated ICV (eXample) ......ccecveveerieeeecieneeieienieseerese e 190
GCM-AES-XPN-128 Key and calculated ICV (eXxample).........ccecvevereevieneniecienieneennn 191
GCM-AES-XPN-256 Key and calculated ICV (example).......c.ccccvevvereenienieeieeieeieeneenn 192
Unprotected frame (€XaAmMPIE) .....ccvevverieriirieieieeeeierie ettt sttt e e sae e ense e ees 193
Integrity protected frame (EXaAmMPIe) ......cc.eveeierieririeiiniiriee et 193
GCM-AES-128 Key and calculated ICV (eXample) ......coecveveerieeieiienieeieienieeeeiesie e 194
GCM-AES-256 Key and calculated ICV (eXample) .......coceeveeriireeienenieienesceienie e 195
GCM-AES-XPN-128 Key and calculated ICV (example)........cccccvevvereenienieeieeieeieeneenn 196
GCM-AES-XPN-256 Key and calculated ICV (eXample) ........cccvevvereeeevieneniecienienrennn 197
Unprotected frame (€XamMPLE) ......eeueerveriiriieiienieiieierieeteete sttt ettt eee 198
Integrity protected frame (€XaAmPIe) ......ccvvevieiieriiiiiee e 198
GCM-AES-128 Key and calculated ICV (eXample) ......ccccveveerrieieieneneeieneeeerese e 199
GCM-AES-256 Key and calculated ICV (example) .........ccocceeivenenecininencneeneneeenene. 200
GCM-AES-XPN-128 Key and calculated ICV (eXample) .......cccvevvereeeevieneniereniesrennn 201
GCM-AES-XPN-256 Key and calculated ICV (eXample) ........ccceevverereevienenieieneneennn 202
Unprotected frame (€Xample) ......ccoeeuerieiiiiiiriiiiiieicee et 203
Confidentiality protected frame (€Xample).......cceeeeieriirieiierieiieieieee e 203
GCM-AES-128 Key, Secure Data, and ICV (eXample) .......ccooeeveriereenienieneeieneneeeeniene 204
GCM-AES-256 Key, Secure Data, and ICV (eXample) .......cccoeveevienenernieneneeceneneeenn 205
GCM-AES-XPN-128 Key, Secure Data, and ICV (eXample)........ccceveevvereeneecveneneeriennens 206
GCM-AES-XPN-256 Key, Secure Data, and ICV (eXample)........ccceceeveereneeeeneneenienene 207
Unprotected frame (€XamPIe) ......c.eeveeeuiiiieiieeie ettt ee et snae e enreennas 208
Confidentiality protected frame (€XamPle)......occeeveieriirierieniiiieiereeeeee e 208
GCM-AES-128 Key, Secure Data, and ICV (eXample) ........ccoeevverierernieneneeieneneeieniene 209
GCM-AES-256 Key, Secure Data, and ICV (eXample) .......ccoecveerienienieenieeieeieseeeeeee 210
GCM-AES-XPN-128 Key, Secure Data, and ICV (example).........cccevvererceerienenerciennenne. 211
GCM-AES-XPN-256 Key, Secure Data, and ICV (example)........cccoevveieirencneccncnnennee 212
Unprotected frame (€XAMPIE) ..ccvevvieeeriirieieieeeeieiiseeeeste e eetesteeeeeessesreessesse e essessesseens 213
14

Copyright © 2018 IEEE. All rights reserved.



ISO/IEC/IEEE 8802-1AE:2020(E)

Table C-38 Confidentiality protected frame (€Xample)........ccecvevvereririieninieiinireereseeeeeee e 213
Table C-39 GCM-AES-128 Key, Secure Data, and ICV (€Xample) ........ccooeevverienreeiesienenienieneenennns 214
Table C-40 GCM-AES-256 Key, Secure Data, and ICV (eXample) ........cccceevevienierieienenienienieeeenns 215
Table C-41 GCM-AES-XPN-128 Key, Secure Data, and ICV (example)........ccoecveevriereeriencresienieenne 216
Table C-42 GCM-AES-XPN-256 Key, Secure Data, and ICV (eXample).........cecvevvereevevienenieniennenne 217
Table C-43 Unprotected frame (€XamMPIE) ......cocverueruirieriiriieieienieriteiese ettt ettt st saeens 218
Table C-44 Confidentiality protected frame (eXample)........ccoeeveeieeiiierienieeie et 218
Table C-45 GCM-AES-128 Key, Secure Data, and ICV (€Xample) ........ccecvevvirieienieneeierienenienieniene 219
Table C-46 GCM-AES-256 Key, Secure Data, and ICV (€Xample) ........cceceevvererienienenienienenceieniene 220
Table C-47 GCM-AES-XPN-128 Key, Secure Data, and ICV (example)........ccceceeveeneenienieriieeieene 221
Table C-48 GCM-AES-XPN-256 Key, Secure Data, and ICV (eXample)........cccecvevverervenierenieneninnne 222
Table F-1  Interoperability scenarios and PAE Addresses.........ccocuverieninieniinineenienenceiesesceee e 234
15

Copyright © 2018 IEEE. All rights reserved.



ISO/IEC/IEEE 8802-1AE:2020(E)

IEEE Standard for
Local and metropolitan area networks—

Media Access Control (MAC) Security

1. Overview

1.1 Introduction

IEEE 802® Local Area Networks (LANs) are often deployed in networks that support mission-critical
applications. These include corporate networks of considerable extent, and public networks that support
many customers with different economic interests. The protocols that configure, manage, and regulate
access to these networks typically run over the networks themselves. Preventing disruption and data loss
arising from transmission and reception by unauthorized parties is highly desirable, since it is not practical
to secure the entire network against physical access by determined attackers.

MAC Security (MACsec), as defined by this standard, allows authorized systems that attach to and
interconnect LANs in a network to maintain confidentiality of transmitted data and to take measures against
frames transmitted or modified by unauthorized devices.

MACsec facilitates

a)  Maintenance of correct network connectivity and services
b) Isolation of denial of service attacks
¢) Localization of any source of network communication to the LAN of origin

d) The construction of public networks, offering service to unrelated or possibly mutually suspicious
customers, using shared LAN infrastructures

e) Secure communication between organizations, using a LAN for transmission

f)  Incremental and non-disruptive deployment, protecting the most vulnerable network components.

To deliver these benefits, MACsec has to be used in conjunction with appropriate policies for higher-level
protocol operation in networked systems, an authentication and authorization framework, and network
management. IEEE Std 802.1X™ provides authentication and cryptographic key distribution.

MACsec protects communication between trusted components of the network infrastructure, thus protecting

the network operation. MACsec cannot protect against attacks facilitated by the trusted components
themselves, and is complementary to, rather than a replacement for, end-to-end application-to-application

! Information on other references can be found in Clause 2.
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security protocols. The latter can secure application data independent of network operation, but cannot
necessarily defend the operation of network components, or prevent attacks using unauthorized
communication from reaching the systems that operate the applications.

1.2 Scope

The scope of this standard is to specify provision of connectionless user data confidentiality, frame data
integrity, and data origin authenticity by media access independent protocols and entities that operate
transparently to MAC Clients.

NOTE—The MAC Clients are as specified in IEEE Std 802®, IEEE Std 802.1Q™, and IEEE Std 802.1X.2

To this end, it

a)  Specifies the requirements to be satisfied by equipment claiming conformance to this standard.

b) Specifies the requirements for MACsec in terms of provision of the MAC Service and the
preservation of the semantics and parameters of service requests and indications.

c) Describes the threats, both intentional and accidental, to correct provision of the service.
d) Specifies security services that prevent, or restrict, the effect of attacks that exploit these threats.

e) Examines the potential impact of both the threats and the use of MACsec on the Quality of Service
(QoS), specifying constraints on the design and operation of MAC Security entities and protocols.

f)  Models support of the secure MAC Service in terms of the operation of media access control method
independent MAC Security Entities (SecY's) within the MAC Sublayer.

g)  Specifies the format of the MACsec Protocol Data Unit (MPDUs) used to provide secure service.

h) Identifies the functions to be performed by each SecY, and provides an architectural model of its
internal operation in terms of Processes and Entities that provide those functions.

i)  Specifies each SecY’s use of an associated and collocated Port Access Entity (PAE,
IEEE Std 802.1X) to discover and authenticate MACsec protocol peers and its use of that PAE’s
Key Agreement Entity (KaY) to agree and update cryptographic keys.

j)  Specifies performance requirements and recommends default values and applicable ranges for the
operational parameters of a SecY.

k)  Specifies how SecYs are incorporated within the architecture of end stations, bridges, and two-port
Ethernet Data Encryption devices (EDEs).

1)  Establishes the requirements for management of MAC Security, identifying the managed objects
and defining the management operations for SecYs.

m) Specifies the Management Information Base (MIB) module for managing the operation of MAC
Security in TCP/IP networks.

n) Specifies requirements, criteria, and choices of Cipher Suites for use with this standard.

2 Notes in text, tables, and figures are given for information only and do not contain requirements needed to implement the standard.
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2. Normative references

The following referenced documents are indispensable for the application of this document (i.e., they must
be understood and used; therefore, each referenced document is cited in text, and its relationship to this
document is explained). For dated references, only the edition cited applies. For undated references, the
latest edition of the referenced document (including any amendments or corrigenda) applies.

IEEE Std 802®, IEEE Standard for Local and Metropolitan Area Networks: Overview and Architecture.>*

IEEE Std 802.1Q™, IEEE Standard for Local and Metropolitan Area Networks: Bridges and Bridged
Networks.

IEEE Std 802.1X™, TEEE Standard for Local and Metropolitan Area Networks: Port-Based Network
Access Control.

IEEE Std 802.1Xbx™-2014, IEEE Standard for Local and Metropolitan Area Networks: Port-Based
Network Access Control—Amendment 1: MAC Security Key Agreement Protocol (MKA) Extensions.

IEEE Std 802.1AB™, IEEE Standard for Local and Metropolitan Area Networks: Station and Media Access
Control Connectivity and Discovery.

IEEE Std 802.1AC™, IEEE Standard for Local and metropolitan area networks—Media Access Control
(MAC) Service Definition.

IEEE Std 802.3™, TEEE Standard for Ethernet.

IETF RFC 1213: Management Information Base for Network Management of TCP/IP-based internets:
MIB-II, McCloghrie, K., and Rose, M. T., March 1991.°

IETF RFC 2578, STD 58, Structure of Management Information for Version 2 of the Simple Network
Management Protocol (SNMPv2), McCloghrie, K., Perkins, D., Schoenwaelder, J., Case, J., Rose, M., and
Waldbusser, S., April 1999.

IETF RFC 2579, STD 58, Textual Conventions for Version 2 of the Simple Network Management Protocol
(SNMPv2), McCloghrie, K., Perkins, D., Schoenwaelder, J., Case, J., Rose, M., and Waldbusser, S.,
April 1999.

IETF RFC 2580, STD 58, Conformance Statements for SMIv2, McCloghrie, K., Perkins, D.,
Schoenwaelder, J., Case, J., Rose, M., and Waldbusser, S., April 1999.

IETF RFC 2863, The Interfaces Group MIB using SMIv2, McCloghrie, K., and Kastenholz, F., June 2000.

IETF RFC 3418, Management Information Base (MIB) for the Simple Network Management Protocol
(SNMP), Preshun, R., editor, December 2002.

ISO/IEC 14882, Information Technology—Programming languages—C++.6

NIST Special Publication 800-38D, Recommendation for Block Cipher Modes of Operation:
Galois/Counter Mode (GCM) and GMAC, November 2007.7

3 IEEE publications are available from The Institute of Electrical and Electronics Engineers (https:/www.standards.ieee.org).
4 The IEEE standards or products referred to in this clause are trademarks of The Institute of Electrical and Electronics Engineers, Inc.
3 IETF RFCs are available from the Internet Engineering Task Force (https://www.ietf.org/rfc.html).

© ISO/IEC documents are available from the International Organization of Standardization (https://www.iso.org/) and from the
International Electrotechnical Commission (http://www.iec.ch). These documents are also available from the American National
Standards Institute (https://www.ansi.org/).

7 NIST Special Publications are available from the National Institute of Standards and Technology (https://csrc.nist.gov/).
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